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1. MACHHOPT ®OHJA OINEHOYHBIX CPEJACTB

1.1. ObsacTh NpUMEHECHUA

®onn oneHouHbix cpeactB (DPOC) — HeoTheMieMas dYacThb paboueit
porpamMMbl AUCHUIUIMHBL (MOyJis1) OCHOBBI MH(DOPMAIIMOHHOW O€30MaCHOCTH U
NpelHa3HAYeH JUIsi KOHTPOJISI W OLEHKH 00pa3oBaTENbHBIX JTOCTHXKCHHIM
CTYJICHTOB, OCBOMBIIUX MPOrpaMMy JUCHUIUIAHBI (MOIYJIs).

1.2. Hean u 3aga4u GOoHAA OLIEHOYHBIX CPEACTB

LHenp @®OC — yCTaHOBUTb COOTBETCTBHE YPOBHS  IOJTOTOBKH
oOyuarorierocsi TpeboBanusim @DI'OC BO OakamaBpmar / cnoeruanurer /
MarucTparypa no HampaBiieHHt0 noarotoBku 44.03.05 Ilemarormueckoe
oOpazoBanue (C AByMsS OpO(UISIMU TOATOTOBKH), YTBEPKACHHBIM IPHUKA30M
MunucrepcTBa o0pasoBaHusi U Hayku Poccuiickoit ®@enepammu ot 22 deBpais
2018 r. Ne125 (c n3MEHEHUSIMU U IOTIOJTHEHUSIMHU ).

1.3. Ilepeyenb kommeTeHUMii, (pOopMHPYeMBIX B MpoLecce OCBOEHHS
OCHOBHOI1 00pa30BaTeIbHOI MPOrpaMMBbI
[Ipomiecc  ocBOeHMS NUCHUIUIMHBI ~ HampaBlieH Ha (opMupoBaHue

ciIeayrommux KOMHGTGHHI/Iﬁ N HHAWUKATOPOB UX NOCTHUIKCHMA:

Kox mo ®1'OC BO \ HNHaukaTop 10CTHKEHUA

YHUBepcaabHbIC

Ob6menpodeccnoHanbHbIe

OIIK-3.1. YMmeTs onpenenars u
(dhopMyIIMpoBaTh LEIH U 3aJ1a4M y4eOHOU 1
BOCIMTATEIbHON AESITEIbHOCTH
o0OyJarouuxcsi, B TOM YUCJIE€ C 0COOBIMU
00pa3oBaTeNbHBIMU MOTPEOHOCTSIMHU B
cooTBeTcTBUU ¢ TpeboBanusMu OI'OC.
OIIK-3.2. IIpuMeHATh pa3InyHbIE TPUEMBI
MOTHBAIIMH U PEQIIEKCUH ITPH OpraHu3aluu
COBMECTHOM M MHAMBUIYaTbHOHN yueOHOH U
BOCIUTATEIbHON NESTEIIbHOCTH
00yJaroImuxcs, B TOM YUCIIE C OCOOBIMU
o0pa3oBaTeNbHBIMH TOTPEOHOCTAMHU.
OIIK-3.3. IIpumensietr ¢opmbl, METOIBI,
TIPUEMBI M CPEJICTBA OpTraHU3aIuH y4eOHOU U
BOCIIUTATEIbHON JEATEIBHOCTH
o0OyJarouuxcsi, B TOM YUCJIe ¢ 0COOBIMU
00pa3oBaTeNbHBIMU MOTPEOHOCTSIMHU.

OIIK-3. CnocoOeH opraHu30BbIBAThH
COBMECTHYIO M MHJUBHIyaJbHYIO y4eOHYIO U
BOCITMUTATCIIbHYIO ACATCIIBHOCTD
00yy4aroImuxcsi, B TOM YUCIIe C 0COOBIMU
00pa3oBaTeNbHbIMU TOTPEOHOCTAMU, B
COOTBETCTBUH € TpeOOBaHUAMHU (heiepabHBIX
TOCyIapCTBEHHBIX 00pa30BaTEIbHBIX
CTaHJapTOB

ITpodeccronanbHbIe

[1K-3. Cnoco0OeH ocBauBaTh U MPUMEHSITh [IK.3.1. Cnoco6en ¢popmupoBath U
0a30Bble HAYYHO-TEOPETUUECKUE 3HAHUS U peann30BbIBaTh IPOrPaMMBbl Pa3BUTHUS
MPAKTUYECKHE YMEHHUS 110 HHPOPMATHKE B YHHUBEPCAIbHBIX YUEOHBIX AEHCTBUIA MO
npo¢ecCHOHATBHOMN 1S TeTbHOCTH nHpopMaTuKe




I1K.3.2. IleMOHCTpUpYET 3HAHUE
coziepKaHusi 00pa30BaTEIbHBIX MPOrPAMM TI0
nHpOopMaTHUKe

I1K.3.3. Cioco6eH mpoeKTHpOBaTh
00pa3oBaTeNbHBIC TPOTPAMMBI PA3THYHBIX
YPOBHEH U 3JI€MEHTHI 00pa30BaTeIbHBIX
IpOrpaMM B IIPEIMETHON 00J1acTH
«Mupopmaruka»

1.4. dranbl ¢opMupoBaHus KOMIETEHUMA M CpeICTBa OLEHUBAHUS

YPOBHs uX c)OPMHPOBAHHOCTH

Jrtansbl popmMupoBanus komnereHuuii | Komnerenuun KoHTpobHO-01IeHOYHbIe
cpencrna / cnnocod OleHNBAHUS

Tema 1. OcHOBBI HH(POPMAITMOHHOM OIIK-3, [1K-3 Beinonnenue J1a00paTOPHBIX

0e301acHOCTH pabor

Tema 2. MeToabl pe3epBHOTO OIIK-3, I1K-3 Beinosinenue J1a00paTOPHBIX

KOIMPOBAHUs JaHHBIX pabor

Tema 3. Meroabl ayTeHTUDUKALINN U OIIK-3, I1K-3 Beimosinenue J1a00paTOPHBIX

aBTOPHU3ALINU pabor

Tema 4. AHanu3 ¥ HaCTpoOHKa OIIK-3, I1K-3 Beimosninenue J1a00paTOPHBIX

0€30MacHOCTH B ONEPALIMOHHBIX pabor

cucremax cemeiictea MS Windows

Tema 5. OcHOBBI KpUIITOrpaduuecKo OIIK-3, T1K-3 Brimosnnenue 1abopaToOPHBIX

3aIUTHl HHOOPMAITUU pabor

Tema 6. KoMmnbroTepHble BUPYCHI OIIK-3, TIK-3 Beimmonnenue 1a00paTOPHBIX
pabot

Tema 7. OcHoBbl ceteBoii 6e3omacuoctu | OINK-3, TTK-3 Beimmonnenue 1a00paTOPHBIX
pabor

Tema 8. OcHOBBI 3aXBaTa U aHAJIN3a OIIK-3, TIK-3 Brimonnenue 1a00paTOPHBIX

Tpaduka pabor

Tema 9. IlepexBar Tpaduka OIIK-3, TIK-3 Beimmonnenue 1a00paTOPHBIX
pabot

Tema 10. AHanus ceTeBbIX aTak OIIK-3, TIK-3 Beimmonnenue 1a00paTOPHBIX
pabor

Tekymas aTrecTanus OIIK-3, I1K-3 KonrponsHas pabora

OIIK-3, TIK-3 DK3aMeH

HpOMe)KyTO"IHaH aTTecrauusa

1.5. Onucanue nokasareseil GopMupoBaHUs KOMIIETEHIUH

Koa xomnerenuuu

Pe3yabTarhl chOPMHPOBAHHOCTH

OIIK-3. Cnocoben OIIK-3.1. Ymeer onpenensarts u GopMyIupoBaTh UEIH U
OpPraHU30BBIBATh COBMECTHYIO U 3aJjaui Y4eOHON M BOCIIMTATEIbHOM JesITeIbHOCTH




WH/IMBUIYAIBHYIO YI€OHYIO U
BOCITUTATEILHYIO JICSITETBHOCTh
00ydJaronuxcs, B TOM YUCJIE C
0CcOOBIMHU 00pa30BaTEIbHBIMU
nOTPEOHOCTSIMH, B COOTBETCTBUH
¢ TpeboBaHUAMU (enepaTbHbIX
rOCyIapCTBEHHBIX
00pa30BaTeNIbHBIX CTAaHAAPTOB
[1K-3. CnocoGeH ocBauBath U
OPUMEHSTH 0a30BbIE HAYYHO-
TEOpPETUYECKHUE 3HAHUS U
NPaKTHYECKHE YMEHUS 110
nH(popmMaTUKE B

npoecCuOHANBHOM e TeIbHOCTH

00ydJaronuxcs, B TOM YUCJe C 0COOBIMU
00pa30BaTeNbHBIMH MOTPEOHOCTSMHU B COOTBETCTBUU C
tpeboBanusmu OI'OC. OI1K-3.2. [IpumeHsITh
pa3IMYHbIC MPUEMBI MOTHBAIIMH U PEQIICKCHH TTPH
OpraHu3aIlii COBMECTHOW M MHIUBUIYaTIbHON YIECOHOM
Y BOCIIUTATEIBHON JACSITEILHOCTH 00YUYAIOIUXCS, B TOM
quclie ¢ 0COOBIMH 00pa30BaTEIbHBIMU MOTPEOHOCTSIMH.
OIIK-3.3. Ilpumensier ¢opMbl, METOJIBI, IPUEMBI U
CpEeIICTBA OpraHU3alMK Y4eOHOW U BOCIIUTATEIbHON
JESTEIIbHOCTH 00YJarOIIUXCsl, B TOM YHCIIE C OCOOBIMU
00pa3oBaTebHBIMH TOTPEOHOCTSAMHU.

[TK.3.1. Crioco6en GpopmMupoBaTh U pealin30BhIBATH
MPOrpaMMbl Pa3BUTHS YHUBEPCATbHBIX YUEOHBIX
JecTBUi 10 HHPOPMATHKE

I1K.3.2. IleMOHCTpUPYET 3HAHUE COJCPHKAHUS
00pa30BaTeNbHBIX MPOrPaMM 110 HH()OPMATHKE

[1K.3.3. Cnocoben mpoeKkTupoBaTh 00pa3zoBaTelbHbIC
IpPOrpaMMbl  Pa3IMYHBIX  YPOBHEH ¥ DJICMCHTHI
o0pa3oBaTeNbHBIX IPOrpaMM B MpPEeIMETHON 001acTH
«MudpopmaTnka»

1.6. Kpurtepun ouneHMBaHHMSI KOMIIETEHIMHA HAa Pa3HbIX 3Tamax MX

(¢popmupoBanus

Buj yueOHoii padoThl

| KounuecTBo 6215108

6 cemectp / 10-11 Tpumectp

10010 0-390 390
Odopmienune oTyeToB MO JaO0PATOPHBIM 30 6amioB 30 6amioB
pabotam
Pabota Ha 1abopaTOpPHBIX 3aHATHUSIX 30 6amnoB 30 6amnoB
BrInosHeHne TECTOBBIX 3a1aHUM - -
Brinonnenue 3aganuii caMOCTOSATEILHOM 10 G6amoB 10 6amioB
paboThI
3adera 30 6amnoB 30 6amnoB
Hroro 3a cemectp: 100 OansoB 100 OanoB
Bcero 100 Gannos
HakonurenbHasi cucrema ouneHnBanus no 100-6abHoM mkase
Yeroipexodali- 100- BykBenHnas mkana, coorsercreyromas 100- Cucrema
JIbHaS cUCTeMa |Da/LuIbHAsA 0aJUIbHOI 1IKaJe OlleHUBAHUS
OlICHUBAHUA mKaJjaa 3a4dyeTra
IK3aMeHa
OTan4HO 90-100 | A — OTJIUYHO — TEOPETUUECKOE COJIEPIKAHKE Kypca
0OCBOEHO IOJIHOCTBIO, 6€3 MPOoOeIoB; He0OX0AUMBIE
MPAKTUYCCKHUEC HABBIKU pa6OTI)I C OCBOCHHBIM
MaTepuaaoM chOpMHUPOBAHBI; BCE
Mpe1yCMOTPEHHbIE TPOTpaMMOii 00ydYeHHUS
yaeOHBIE 3aJaHUs BBIITOJHEHBI, KAUeCTBO UX
BBITIOJTHEHUS OIEHEHO YHCIIOM 0aJTOB, OJTM3KHM K
MaKCHUMaJIbHOMY
Xopouio 83-89 B — oueHb XOPOIIO — TEOPETHUYECKOE COACPIKAHUE
Kypca OCBOEHO IOJIHOCTBIO, 0e3 mpobesoB;
HEOOXOMMBbIC MMPAKTHYECKUE HABBIKA PAOOTHI C




OCBOCHHBIM MaTepHAIOM B OCHOBHOM
c(hOpMHUPOBAHEI; BCE MPEAYCMOTPEHHBIC
MporpaMMoi 0Oy4eHHS yueOHbIC 3aaHUs
IBBIIIOJIHCHBI, KAYC€CTBO BBIIIOJITHCHUA 60JIBIJ_II/IHCTBa
M3 HUX OLIEHEHO YMCIIOM OaJlIOB, OJIM3KUM

K MAKCUMAJIbHOMY

Xopomuio

75-82

C — X0opo1I0 — TEOPETUYECKOE CoJIep KaHne Kypca
OCBOEHO IOJIHOCTBIO; HEKOTOPBIE TPAKTUUECKHE
HABBIKU pabOTHI C OCBOCHHBIM MAaTEpPHAIOM
c(hOpMHUPOBAHBI HEIOCTATOYHO; BCE
MPelyCMOTPEHHBIE POrpaMMoi 00yueHus
y4eOHbIE 3a/IJaHUS BBIITOJTHEHBI, KAU€CTBO
BBIMIOJTHEHUS] HU OJIHOTO M3 HUX HE OLICHEHO
MUHUMAIBHBIM YHACIIOM 0aJlIIOB, HEKOTOPHIC BUIBI
3aJJaHU} BBINOJIHEHBI C OIUOKaMuU

Y noBieTBo-
pHUTEIBHO

63-74

D — ynoBneTBOpUTENBHO — TEOPETHUECKOE
COJICpKaHUE JIUCIUTUINHBI OCBOCHO YaCTHUYHO, HO
npo0esbl He HOCAT CYIIECTBEHHOTO XapaKTepa;
HEOOXOIMMBbIC TIPAKTUYECCKUE HABBIKU PaOOTHI

C OCBOCHHBIM MaTE€pPHaJIOM B OCHOBHOM
chopMupoBaHbI; OOJIBIIUHCTBO
IPEIYCMOTPEHHBIX MPOTPAaMMOK 00y4YEeHHUs
y4eOHBIX 3aJ]aHUi BBIIIOJHEHO, HEKOTOPBIC

13 BBINOJIHEHHBIX 33JJaHUH, COIEPIKAT OIINOKH

Y 10B1I1ETBO-
pUTEIBHO

50-62

E — nocpencTBeHHO — TEOpETHIECKOe
COJIepKaHUE Kypca OCBOEHO YaCTUYHO;
HEKOTOPbIE IPAKTUYECKHE HABBIKU PAOOTHI

He c(hOpMUPOBAHBI, MHOTHE TPETYCMOTPEHHBIE
nporpaMMoil o0yueHus: yueOHble 3a1aHUs

HE BBINOJIHEHBI JIN0O KaYeCTBO BHIMOIHEHUS
HEKOTOPBIX M3 HUX OL[EHEHO YHCIIOM 0aJlIoB,
OJIM3KUM K MUHUMAJIbHOMY

3aureHo

Heynosnerso-
PHUTEIIBHO

21-49

FX — Hey10BIETBOPUTEIBHO — TEOPETUUECKOE
coJiep’KaHue Kypca OCBOEHO YaCTHYHO;
HE00X0/IMMbIE MPAKTUYECKUE HABBIKU pabOTHI
He c(hOPMUPOBAHBI; OOJIBITUHCTBO
IPEIYCMOTPEHHBIX IPOrpaMMOi 00y4YeHHUs
yueOHBIX 3aJJaHUI HE BHINOJIHEHO JIU00 KauecTBO
UX BBITOJIHEHUS OLIEHEHO YHCIIOM 0alioB,
OJIM3KUM K MUHUMAaJILHOMY; TIpU
JIOTIOJTHUTEIBLHON CaMOCTOSITENbHOM paboTe Hal
MaTepuaioM Kypca BO3MOXHO MOBBIIIIEHHE
Ka4yecTBa BBIIOJHEHMs YUEOHBIX 3a1aHUI

Heynosnerso-
PUTENBHO

0-20

F — HeyoBIIeTBOPUTENBHO — TEOPETUYECKOE
coJiepKaHue Kypca He OCBOCHO; HEOOXOTUMbIe
MPAKTUYECKUE HABBIKK PAOOTHI

HEe C)OPMUPOBAHBI; BCE BBHITIOTHEHHBIC yUeOHbBIE
3aJIaHusl COJIEPIKAT TPYOBIe OITUOKH,
JOTIOTHUTETIbHAS CAaMOCTOSTeNIbHAs paboTa Ha/
MaTepHaoM Kypca He IPHUBEAET K KaKOMY-TH00
3HAYUMOMY MOBBILICHUIO KAYECTBA BHITIOJIHEHUS
y4eOHBIX 3aaHui

He 3auteno




2. KOHTPOJIBHO-OLNIEHOYHBIE CPEJICTBA

2.1. OueHo4HbIE CPEACTBA TEKYIEr0o KOHTPOJIS (THIIOBbIE)

Bonpocs! miis Tekyiiero KOHTpOJIs:

1. HazoBute 6a30BbIc MOHATHS HHPOPMAITMOHHOW 0€301TaCHOCTH.

Omnpenenrute OCHOBHBIC BHJIBI YTPO3 HHPOPMAITUOHHBIM PECYpCaM.

[Tosicaute cyth Metogonorun STRIDE?

Kaxue u3 yrpo3 no merogosorun STRIDE npencraBisitor HanOoIbIIyio

OMacCHOCTh?

[Tosicaute MeToauky orieHku puckoB DREAD?

[TosicHUTE TEPMUH AKCILIONUT?

B yem otnnuunsa mexay merogukamu DREAD u OCTAVE?

[TosicauTe cyTh TepMHHA KOHQPUIACHIUAIBHOCTb, MPUBEIUTE MPUMEPHI

KOH(pUIECHIUAIBHOU UHPOPMAIUH.

9. Bputn nmosy4yeHsl 1B€ OLEHKH 0€30MaCHOCTH MH(POPMATMOHHOW CUCTEMBI:
nepBasi -- Ha OCHOBAaHMHM ONPOCa OYEHb OOJIBIIOrO YHCIa OOBIYHBIX
Mojb30BaTeNieii, BTOpas -- HAa OCHOBAaHUM MHEHHUSI Y3KOTO Kpyra
skcnepToB. Kakas 13 OlleHOK Ha Baill B3JIsi/] O0jiee TouHasl.

10.1lpuBenure nmpuMepsl CAHKIMOHUPOBAHHOTO M HECAHKIMOHHPOBAHHOTO
JOCTYTIA.

11.MoxHO 5M cuuTaTh YCTaHOBKY aHTHBUpyca Ha [IK koMruiekcHo#
3ammrort UC?

12.Kakast u3 MeToo0rui aHanu3a nHOOPMAIMOHHBIX YTPO3 Ha Balll B3I/
6onee 3¢ dhexTuBHA?

13.HazoBuTe METO/IbI CXKATUS JJAHHBIX KOTOPHIEC Bl 3HACTE.

14.Onumute OCHOBHYIO Hjieto anroputma Xaddhmana.

15.00bacHUTE pa3HUILY MEXAY CKATUEM U apXUBALIHEH.

16.Kakum 00pa3oM HCIOIB30BAHUE APXHUBOB CBS3aHO C 0E€30MACHOCTHIO
uHpopmanuu?

17.B kakux ciydasx LEeJIecoo0pa3HO, a B KOTOPBIX HELEIECO00pa3HO
HCTOJIb30BAaHUE APXUBOB?

18.Moryr apxuBbl (Qopmara ZIP coxmepxarb uHboOpmManuoo A
BOCCTAHOBIICHHUS?

19.ITokaxuTte, KakuM 00pa3oM MOKHO 3a0JIOKHMPOBATH apXMB, YTO O3HAYAET
naHHass QyHKIHS?

20.0nummrte  OOMIyI0 TOCIEIOBATEIBHOCTh JEUCTBUM IS 3aIUTHI
uH(}OpMAIUU IPU CO3/IAaHUN aPXHBA.

21.HazoBute ocHOBHBIE TexHOJIOoruu RAID.

22.Ha3oBuTE OCHOBHBIC METO/IbI AYOIMPOBaHUS HHPOPMAIIUH.

23.0nummuTe NpenuMyiecTBa U HEIOCTaTKK pa3InyHbIX ypoBHEW RAID.

24 Kak Ha3bIBaeTcss B COOTBETCTBUM C NPOLEAYypOH IyOJIMpOBaHUS
pa3IUYalOT METOJ, KOTOPBIM MPEAIOIAracT co3llaHue Jyosieit
OTpeIeNICHHBIX (hailioB?

25.Ypoeeub RAID B  koTOopoM  mpeamosiaraercsi  MOOYepeHOe
UCIIOJb30BaHUE  IEJIOCTHOCTH U JOCTYNMHOCTH WHGOpPMAIUA TpHU
CTUXHUHBIX OCJICTBUSIX U KPYITHBIX aBAPUSIX HA3BIBACTCH. ..
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26.B yeM 0COOEHHOCTH JUCKPELIMOHHON MOJMTUKHU Oe3onacHocTU? B kakux
ClIy4asix €e MCIOJIb30BaHNE Hellenecoo0pa3Ho?

27.0numuTe NOpeuMylIecTBa M HEJOCTAaTKH MAHJATHOM  IMOJUTHKHU
0€30MacHOCTH.

28.B kakux ciydasx NpUMEHSIETCS TACCUBHAS ayTeHTUdUKaIs?

29.HazoBuTe 1Ba OCHOBHBIX MMOAXOAAa WPU CO3AaHMM Habopa TpaB u
IIPUBWIETUN MOJIb30BATEIIEH.

30.KTto ympaBnser paspemieHMsMH Ha JAOCTYII K pasfenaMm peectpa M
nouemy?

31.Kakue 3 00beKTOB MOTYT HACIEAOBaTh Pa3peIleHMs] Ha JOCTYIl K HUM U
OT KOro?

32.Jlu1s1 4ero mpenHa3HAYeHbl MapaMeTpbl CO3/1aBA€MOUM YYETHOW 3alvCH
OJIb30BATENS?

33.B 4yem pa3zHuLa MeXly OTKIIOYEHUEM U OJIOKUPOBKOW yueTHOM 3anucu?

34.B 4uem 1enecooOpa3HOCTh pa30MEHUs] MHOXKECTBA IMOJb30BaTeNiel Ha
rpyIIbI?

35.Kak Ha3HayalOTCs MpaBa IOJI30BATEISAIM M TPYIIaM B 3allULICHHBIX
BEpCUSIX onepanuoHHoi cucteMbl Windows?

36.Kakue TpeOOBaHUS MO CIIOKHOCTH MOTYT NPEABABIATHCA K MapojsM B
onepaunoHHoi cucreme Windows?

37.Uto Takoe kpunrtorpadusi U KaKOBbl €€ OCHOBHBIE II€IM B KOHTEKCTE
3aIUTHl HTHPpOpMaLUU?

38.Kakue OCHOBHBIE METOABl KPHUNTOrpa(QUU CYIIECTBYIOT U Kak OHHU
KJIacCU(UIIUPYIOTCS ?

39.Yto npencraBisier coOoil MmH(ppOBaHHE W Kakhe BUIbI HIM(PPOBAHUS
CyIIECTBYIOT?

40.Kakum oOpa3oMm paboTaeT CUMMETPUYHOE MIU(poBaHUE, U KaKHe
OpUMEPHI AITOPUTMOB UCTIONB3YIOTCS B 3TOM THUIlE MK (ppoBaHUs?

41.Yto Takoe acCMMMETpPUYHOE MN(POBAHUE U B YEM 3aKJIFOUAETCS MPUHIUI
UCIIOJIB30BAHUS OTKPBITOTO U 3aKPBITOTO KIHOYEH?

42 Kakue OCHOBHbIE MPUHIUIBI pabOThl KpUNTOTPAPUUECKUX  XEelll-
GyHKIIUN ¥ B YEM UX NTpUMEHeHne?

43.YT1o npeacTaBisitoT co00M 1udpoBbIe MOAMUCH U KaK OHU 00€CTIEYMBAIOT
ayTEeHTU(PUKALMIO U LIEJIOCTHOCTh IaHHBIX?

44.Kak pabortaer npotokon oOmena kirouamu Diffie-Hellman, u xak on
oOecrieunBaeT 6e30MacHbIi 0OMEH KitouaMu Juisl mudpoBanus?

45.Y1to Takoe ataka mnocepeauHe (man-in-the-middle) u kakue meTomabl
OPUMEHSIOTCS 7Sl €€ MPEJOTBPAILlEHUs B KpUITOrpapuu?

46.Kakue NpUHIUIBI JI&KAT B OCHOBE aTakh Ha IMHU(P C UCIOIH30BAaHUEM
no10opa Kiro4a U Kak 3TOMY MOKHO MPOTUBOCTOSITH?

47.YT10 Takoe CTOMKOCTh KPUINTOCHCTEMBI U IMOYEMY 3TO Ba)KHBII acHEKT B
obecrieueHnn Kpunrorpaduueckon 6€30macHOCTH?

48.Kakum o0Opa3zom peanusyercs 3alluTa OT aTakd MO BpeMeHu (timing
attack) B kpunrorpadun?

49.Kakue CymecTBYIOT METObl KPUNTOTPAPUIECKOTO ayTCHTH(PUKAINHA U
KaK OHM MIPUMEHSIOTCS B CUCTEMaxX 0€30MacHOCTH?



50.Uto Takoe kpuntorpaduyeckas CojJib U KaK OHa IOBBIIIAET CTOMKOCTh
XEIIMPOBAHUS MapoJiei?

51.Kakum oOpa3zom kpunrorpadus HCHOIB3yeTCs sl oOecreueHus
KOH(UIEHIIUATLHOCTH JIaHHBIX B CETH?

52.Uto0 Takoe OMOMETpPUYECKHE METOJbl AayTeHTHU(PUKAIUM U KaK OHHU
COUETAIOTCS C KpUnTorpadueit?

53.Kak mmdpoBanne KoHEYHBIX ToueKk (end-to-end encryption)
oOecrieunBaeT KOH(PHUACHIUATBHOCTh TAaHHBIX B KOMMYHHUKallMOHHBIX
MPUIOKEHUSX ?

54 Kakum o0Opa3zom pa0OoTaeT KBAaHTOBas KpuOTorpagpus H B YeM
3aKJIK0YAETCS €€ CTOUKOCTh K aTaKaM KBaHTOBBIX KOMITBIOTEPOB?

55.Yto Takoe kpunrorpaduyeckue MpOTOKOIbl U KaK OHU MPUMEHSIOTCS B
obecrieyeHnr 0E30MaCHON KOMMYHUKAIUN?

56.Kakue BBI30BBI BO3HUKAIOT TMPHU HCIOIB30BAHUM KPUOTOrpapuu B
obnactu unTepuera Bemei ([oT)?

57.Kakum o6pa3oM kpunrorpadusi UCHOIb3YETCS B CUCTEMAX 3JIEKTPOHHOM
HOJIUCH 17151 OOeCTIeueHus JOBEPHS K JIEKTPOHHBIM IOKyMEHTaM?

58.Kak mpoucxoaut obecrieueHre 0€30MacHOCTH B OJOKYCHH-TEXHOIOTHAX
C UCIOJIb30BaHUEM Kpunrtorpapuun?

59.Kakue Meroapl KpunTorpaduu NOpUMEHSIOTCS AJIA 3allUThl HHPOpMauuu
Ha ypoBHE (hailJIOB U TUCKOB?

60.Yto Takoe kpuntorpaguyeckue aTaku C UCIOJIb30BAaHUEM KaHaJIOB
oOpatHol ctopoHsl (side-channel attacks) u kak UM TPOTUBOCTOSITH?

61.Kakum oOpa3oMm oOecrieunBaercsd 0€30MaCHOCTh KpPUITOrpadUUecKUX
KJIFOYEN U UX XpaHECHHE?

62.Kakue cTaHmapTsl U alropuTMbl MUGPOBAHUS TUPOKO MPUMEHSIOTCS B
COBpPEMEHHOM Kpunrorpaduu?

63.Uto mpencraBisitoT codoil kpunrorpadguueckue nporokosnsl TLS u SSL,
U KaK OHU 00ecTieurBalOT 6€3011aCHOCTh B MHTEpHETE?

64.Kakum o00pa3oM TEXHOJOTHS KBAaHTOBOro Kioua (quantum key
distribution) oGecrieunBaeT 6€30MacHBI 0OMEH KIIF0YaMu?

65.Uto Takoe kpunrorpadhuueCKuil MPUHIIUI HYJIEBOTO JOBEpHUs (Zero-trust)
Y KaK OH MPUMEHSETCS] B COBPEMEHHBIX CHCTEMax 0e301macHOCTH?

66.Ut0 mpencTaBiglOT €000 KOMIIBIOTEPHBIE BHUPYCHI M KAaK OHHU
pa3anyaroTcs OT Apyrux (GOpM BPETOHOCHBIX TPOrpaMm?

67.Kakum 00pa3oM KOMIBIOTEPHBIE BUPYCHI PACIHpPOCTPAHSIOTCS M Kakue
METO/II 3aIIUTHl MOTYT MPEIOTBPATUTD UX Mepenavy?

68.UTo Takoe TPOSHCKHE MPOTPaMMbI U KaKUE OCHOBHBIC IIEJIM OHU MOTYT
npece0BaTh B KOHTEKCTE KOMITBIOTEPHBIX BUPYCOB?

69.Kakne BubI MOBPEXKACHUN MOTYT BBI3BIBATH KOMIBIOTEPHBIC BUPYCHI U
KaK OHU MOTYT BO3JI€HICTBOBAaTh Ha padOTY KOMIBIOTEPHON CUCTEMBI?

70.Yto mpenctaBustoT coO0OM depBU (WOrms) M B YeM 3aKITIOYACTCS X
OCHOBHO€ OTJINYHE OT OOBIYHBIX BUPYCOB?

2.2. OueHOYHBbIE CPEICTBA AJIsl IPOMEKYTOYHOM aTTecTAllUN

Bomnpocs! a1t npoBeaeHus aTTecTauyu



WX R

10.
1.
12.
13.
14.
15.
16.
17.

18.

19.

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

30.
31.

32.
33.
34.
35.

36.

Kakue ocHoBHble ¢yHKIuM Opanamayspa? CrnocoObl BKIIIOUEHUS U
BBIKJIFOUEHUSI OpaHaMayapa.

Kak 3amyctute OpaHaMaysp B peXHMME IOBBIINIEHHOW O€30I1aCHOCTU €
HOMOUIbI0 KOMaH/IHOM CTPOKHU?

Kak co3gath HOBOE MpaBWIO Uil HUCXOASIIMX WM  BXOJSALIMX
MOJIKJTFOYECHUNI ?

Kak OTKpBITh WM 3aKPBITh NOPT C MOMOIIBIO OpaHaMayspa?

Kak pa3pemmnts npon3BoIbHON IPOrpaMMe TOCTYI K CETH C IIOMOIIBIO
Opanamayaspa’?

Kakoii u3 cranaapTHbIX poduiielt JoKeH ObITh Hanboiee 3aluineH?
Kak ObICTPO OTKPHITH MTaHEIb YIPABICHUS?

Kak OpicTpo 3amycTuTh OpaHaMaysp B peXKHME IOBBIIICHHON
Oe3omnacHocTh?

Uro nenaeT KOMaHja services.msc?

Kak 3anyctuth yrunuty cmd B pexume aMUHUCTpaTopa’?

Kak OTKpBITh OKHO JIOKQJIbHBIX MOJUTHK O€30MacHOCTH?

3aueM NpoBepsITh CUCTEMHBIE (haiiibl?

Kakum 06pa3oM MOKHO MpoBepUTh HUGPOBYIO NOANUCH (aitinoB?

Kak otkpbiTh peectp Windows?

[IpuBeauTE OCHOBHBIE KOMaHbI 000J04KH cmd.

Kakue u3 yrtumut cuctembl Windows HENOCPEACTBEHHO CBS3aHbI C
0e30MacHOCTbIO HH(pOPMALIUH?

HazoBuTe OCHACTKM, HCHOJIbB3yeMble [UIsi HACTPOWKH MapameTpoB
0€30I1aCHOCTH.

HazoBuTe OCHOBHBIE CIOCOOBI  3amycka JIOKAJbHBIX  MOJUTHUK
0€30I1aCHOCTH.

Ha3zoBute 1 00BACHUT YPOBHE IPYNIOBBIX MOJIUTHUK.

HazoBuTe nopsiiok NpUMEHEHUs TPYIIOBBIX MOJIUTHUK.

Kak 3anycTuTh KOHCOJIb YIIpaBiIeHUs?

Kak 106aBUTh HOBYIO OCHACTKY B KOHCOJIb yIIPaBICHUS?

OOBsACHUTE OCHOBHBIE MOJIMTUKU MAPOJICH.

OOBsCHUTE TEPMUH TPYIIIOBAs NOJUTHKA.

Kakwue BuIbI TPyNITIOBBIX U JIOKAJIBHBIX MOJUTHK BHI 3HaeTe?

HazoBute Tpu cnocoba 3amycka peaakTopa rpyninoBbIX MOJIUTHK.
OObsicHuTe napaMmeTpsl y3ia [lapameTpsl 6€30MacHOCTH.

s 4dero mpenHa3HAauYeHBbl TOJHUTUKH ayAWTa, KaKk HACTPOUTh ITU
MOJIUTUKHU?

Kakue coObITHSI BOZBMOXHO (PUKCUPOBATH C MOMOUIBIO MOJUTHUK aynuTa’?
Kakum o00pazoM ayaut MOXeT OBbITh HMCIHOJIb30BaH Jisi MOBBIMICHUS
0€30M1acCHOCTH CUCTEMBI?

OOBbscHUTE HA3HAYEHHE OCHOBHBIX MOJUTHK ayUTa.

JlaliTe onpesenenne MOHATHS MadioHa 6€30MacHOCTH.

Kakue npenmyiecTBa 1aeT UCIOIb30BaHUE A0JIOHOB O€30MaCHOCTH?
Kakne u3 cnyx0 mno BalieMy MHEHHIO CIIEYeT BBIKIIOYUTH MJis
NOBBILICHHS 0€3011aCHOCTH?

Kakue MHCTpyMEHTBI ONEpalMOHHOM CUCTEMBI CieayeT OJOKHUPOBATH
JUIsL OOBIYHOT'O TIOJIb30BATENS?



37.

38.

39.

40.
41.
42.

43.
44.
45.
46.
47.
48.
49.
50.

51.
52.
53.
54.
55.
56.
57.
58.

59.
60.

61.

62.

63.

64.

Kakue monuTHKM MOXKHO HAcTpaMBaThb C TIOMOIIBIO I11a0JOHOB
6e3onacHocTH?

Kak BBl cuuTaere, Kakue MapaMeTphl CIEIYyeT YCTaHaBIUBATH M
IpyNIoOBbIE  TOJUTUKM  HAacTpauBaTb TIPU  CO3JaHUU  I1a0JIOHA
0€30MacHOCTH.

Kakoe ocHOBHOe Ha3HayeHHWE OCHACTKM AHaiIU3 0€30MacHOCTH
KOMIbIOTEpA?

B03MOHO JI1 OTKPBITh OCHACTKY AHaIU3 0€301aCHOCTH

KOMITBIOTEPA € MTOMOILBIO TAHEIH YIIPABICHUS?

Kakum o6pazom mnoOaBnsitorcss mabaoHBI OE30MACHOCTH K OCHACTKE
AHanu3 6e301acHOCTH KOMITbIoTepa’?

N3MeHs0TCsl HACTPOMKH KOMITBIOTEPA IPU IPOBEICHUH aHAIN3a?
OOBsICHUTE, YTO O3HAYAIOT OTMETKH Y Ha3BaHUM MOJIUTUK MOCTIE
IIPOBEJICHUSI AaHAIN3A.

OOBsicHUTE KOMaH]1bl KOHTEKCTHOTO MEHIO y371a AHAIU3 U

HacTpoiika 0€30MacHOCTH.

Mo>kHO 11 MEHSTH a0JIOH 0€30IaCHOCTH HETIOCPEICTBEHHO B OCHACTKE
AHam3 6€301MaCHOCTH KOMITbIoTepa?

Kakasi ormetka Oyner mokas3aHa y Ha3BaHUS MOJUTUKHU IOCJE aHaIu3a
1o mabJoHy O€30MacCHOCTH, €CJIM JaHHas MOJIMTUKA HE CYIIECTBYET Ha
KOMITIbIOTEpE?

Kakoe ocHoBHOE Ha3HaueHue cpenactBa AppLocker?

Kaxkue 3amaun MoxHO pemiatsh ¢ momoisio AppLocker?

Kakue cmyx0bl AOKHBI paboTaTh AJIA TOrO, YTOOBI HCIIOIB30BAThH
npaBuiia AppLocker?

OOBbsicHUTE, KaKUe Iark Hy>KHO clieiaTh JUIsl CO3JaHusl HOBOTO IIpaBUIIa
B AppLocker.

Kakue cpencrBa OIEepallMOHHOM  CHUCTEMBI  HCHOJIB3YKOTCA IS
OJIOKUPOBKHM CMEHHBIX HOCUTENIEH?

Kax y3nats ID yctpolicta?

OOBscauTe, uto Takoe VID u PID?

Kakue monutuku mpuMeHSIoTCs JUIsl OJOKHPOBAaHUS YCTPOMCTB, B UEM
MEXKly HUMHU pa3Huua’?

OOBbsiICHUTE TEPMUHBI O€JIbII CIMCOK U YEPHBINM CIIUCOK YCTPOUCTB.

Yro mpencrasusier co0oil ceTeBasi 0€30MaCHOCTh U TIOYEMY OHA BakHA
JUTsl ”HPOPMALIMOHHBIX CUCTEM?

Kakue oCHOBHBIE NPUHUMUIIBI KOH(UIECHUIHUATBHOCTH, LIEJIOCTHOCTH WU
JIOCTYITHOCTH JIAaHHBIX KACalOTCs CETEBOM 0€30MacHOCTH?

Urto Takoe ayTeHTU(UKAIMS B CETEBOM 0€30MacHOCTH U KaKUE METOJIbI
MOTYT OBITb HCHOJB30BAaHbl JUIsl TOATBEPKACHUS JIETUTUMHOCTU
MOJIb30BaTENS?

Kakum o0pa3om mmdpoBaHne MaHHBIX BIUSET Ha OOEcCIeUeHUe
KOH(DHUICHIIMATLHOCTH B CETEBOI Oe30macHOCTH?

Kakue Buabl yrpo3 MOryT ObITh MPEACTABIEHBI B CETEBOM Cpele, U Kak
KJIACCU(DUITUPYIOTCS 3TH YTPO3bI?



65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

7.

78.

79.

80.

81.

82.

83.

84.

85.

Uto Takoe araku mepexBara (sniffing) m kak OHU MOTYT OBITh
IpeI0TBpaIIeHbl B paMKaX CeTeBOM 0e30macHOCTH?

Kakue MeTopl UCTIONB3YIOTCS SISl 00eCIIeYeHus IETOCTHOCTH JaHHBIX B
nepeaaye yepes ceTh?

Uto mnpencraBaser coboit duibTpamus maketoB (packet filtering) B
CETEeBOI 0€30MACHOCTH U KaK OHa paboTraer?

Kakum oOpazom artaku tuna "otkaz B oOcmyxuBanuu" (DoS) moryt
yIPOXKAaTh CETEBOM O€30ITaCHOCTH, M KaK MPEA0TBPATUTH TAKUE aTaKH?
Yro Takoe BHpTyasibHass 4acTHas cetb (VPN) u kak OHa MOXeT
o0ecnieunTh O6€30MacCHOE COEIMHEHUE Yepe3 OTKPBITYIO CETh, TAKYIO KaK
WuTepnet?

Kak paGotaet 6psHAMay?p B KOHTEKCTE CETEBOM 0€30MacHOCTU U KaKue
(GYHKIIUHM OH BBITIOTHSAET?

Uro mnpencraBisitor coboit araku "dummHra" (phishing) u  kak
II0JIb30BaTEIM MOTYT M30erarh Moj/laBaThCs Ha TaKUE aTaku B CETEBOU
oe3omnacHocTU?

Kakue wmetonpl ayTeHTH(UKAIMM MOTYT OBITh HCIOJIB30BaHBI IS
oOecrieueHus1 6€30MaCHOCTH B OE€CIIPOBOJIHBIX CETSX?

Uro Takoe MHOro¢akTopHas ayTeHTHU(QUKAIUS U [MOYEMY OHA SIBISIETCS
Ba)KHBIM 3JIEMEHTOM CETEBOM Oe30macHOCTr?

Kak ceteBble ycTpoiicTBa, TaKhe KaKk MapIIpyTU3aTOPbl U KOMMYTaTOPHI,
MOTYT ObITh CKOH(DUTYpUPOBAHBI J1J151 TOBBIIIEHUS 0€30IMaCHOCTH CETH?
Yro Takoe BEO-MPHUIIOKEHUS U KaKUE YIPO3bl OHU MOTYT MPEICTABIATDH
JUTsl CETEBOM 0€3011acHOCTH?

Kakne ™epsl MOTryT OBITH TPEANPUHATHI NS 3aIlIUTHl OT aTak
MexceTeBbIX MpoTokosoB (MITM) B cereBoit 6e3onacHoCTH?

Urto npencrapisieT coboi ayTeHTU(hUKAIMS TT0 cepTH(UKATaM U KaK OHa
MPUMEHSIETCS B CETEBON O€30MaCHOCTH?

Kakum o0pazom cereBas 0€30MacHOCTh CBs3aHa C YIpaBICHUEM
mpaBaMd JIOCTyna Y Kakue PO  MOTYT OBbITh  Ha3HAYEHBI
MOJIb30BaTENSIM?

Urto Takoe ceTeBble YA3BUMOCTU U KaKU€ METO/bI UCIOJIb3YIOTCS IS UX
OoOHapyXeHUs U YCTPAHEHUS B CETEBOM 0€30MacHOCTHU?

Kakue pomu MOTyT BBIOJHSATH MOOWUIBHBIC YCTPONCTBA B acIeKTe
CETeBOI 0E€30MACHOCTHU, U KaK OHU MOTYT OBbITh 3aIUILIEHBI?

Uto Takoe ympaBlieHHE CETeBOM O€30MacHOCTbI0 M KakKhe 3aJlayu
BKJIFOUAIOT B C€0sI MPOIIECCHI YIIPaBICHNUs?

KakuMm o0Opa3zom npuMeHeHHne NOJUTUK 0€30MaCHOCTH MOXKET YIyUIIUTh
CETEBYIO 0€30IaCHOCTh OPTaHU3aUHU?

Uto mpenctaBistoT coOON aTaku Ha YpPOBHE MPUIOKEHUW M KaK OHHU
MOTYT OBITh TIPEIOTBPAIIICHBI B CETEBON O€30MTaCHOCTH?

Kakune TtexHomormm cereBoi 0O€30MACHOCTH  HMCMOJB3YIOTCS  JUIS
OOHapy>XeHUsI U TIPEOTBPALICHHS BPEJOHOCHBIX MPOrpamMm?

Uro Ttakoe "Oempie cmuckd" W '"depHbIE CHOUCKH' B CETEBOM
0€30MMacHOCTH, U KaK OHHU MPUMEHSIOTCS K YIPABICHHUIO TOCTYIIOM?

IIepedyeHb TUNIOBBIX IPAKTUYECKUX 3aJaHUN:



n/a

IlepedeHb TUMIOBBIX MPAKTUYECKUX 3aAaHUN

1. BBINOIHUTE KOMIUIEKCHBIM aHAJM3 WH(GOPMAIMOHHBIX YIPO3 M COCTaBbTE PEKOMCHIAIUU I10
3alyTe ISl CIEAYIONIUX MPEAIPUSITHN:

a) nmoymrpaduyeckoe IpeAnpusLTHe ¢ AByMs odrcaMu u 0HOH 0a3oit

JAaHHBIX KIIUCHTOB B 00JIaKe;

0) ceTb KOMMEpPYECKHX MEHTPOB U3 20 OTHEICHUH, KOTOPBIC UMEIOT

OJIMH TJIaBHBIN OQHC;

B) MarasuH 1O Mpojake MeOesr, KOTOPBI UMEeT MOCTyNl K 0a3e JaHHBIX 3aBOfa MPOW3BOIUTEIS
Mebenu;

T') CEpPBUCHBIN IEHTP MO0 PEMOHTY MOOWIBHBIX Telle()OHOB.

HUcnonszys mporpammy CheckUDisk onpenenuts VID, PID duem makonmuTens.

1. JIns mpowusBonbHOW mporpammbl (Hampumep machsHc [layk) mpemocTaBeTe AOCTYN K CETH C
nomotipio OparaMayspa Windows (CM. TEOpETHUECKUE CBEICHUS).

2. mporpammsbl Total Commander oTkpoiite mopt 3128 1m0 TOMOIITBIO

Opanamayspa (CM. TEOPETUICCKUE CBEICHHUS).

3. 3anpeTure AOCTYI K CETU MHTEPHET JIIs MPOU3BOIBHON IMPOTrpaMMBbl

IO TIOMOIITBI0 OpaHaMayaIpa u (aiina hosts.

Crioco6 OJOKHMPOBKH JOCTYNa K CETH IporpaMMaM C TIOMOINBI0 OpaHAaMmyepy yKe OIMCaHO B
TEOPETUYECKOH YacTH paboThl. BrimonHuTe 11s

nacesiHca KockiHKa (Mm ApyTroil mporpaMMBbl) Takue OJIOKUPOBKL.

B xoHCcoOMM ymipaBneHus co3qaiiTe HOBBIN MIA0IOH O€30ITaCHOCTH C

nmeHeM KoHgurypaius ciryx0, B ONMMCaHWU MA0JOHA YKKUTE ONECPAIMOHHYIO CUCTEMY, B KOTOPOM
OyJeT MPUMEHEH 3TOT a0JI0H, B COOCTBEHHYIO

(hamummto.

9,1

BrimonanTe aHAM3 6€30MaCHOCTH C TIOMOIIBIO MIA0JI0HA, KOTOPBIA OBUIH CO3/IaH paHee.

@)}

JloGaBbTe MOAKIIIOUCHHBIH HAKOIIUTEIb B YePHBIN CITHCOK.

SammdpyiTe ¢ TOMOIIBIO Marn4eckoro kBajpara ceoe DO




