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CB?P;B64F9?S? 

33. � K9@ D4;A<J4 @9:8G BF>?RK9A<9@ < 5?B><DB6>B= GK9FAB= ;4C<E<? 

34. � K9@ J9?9EBB5D4;ABEFP D4;5<9A<S @AB:9EF64 CB?P;B64F9?9= A4 
7DGCCO? 

35. К4> A4;A4K4RFES CD464 CB?P;B64F9?S@ < 7DGCC4@ 6 ;4M<M9AAOI 
69DE<SI BC9D4J<BAAB= E<EF9@O Windows? 

36. К4><9 FD95B64A<S CB E?B:ABEF< @B7GF CD98NS6?SFPES > C4DB?S@ 6 
BC9D4J<BAAB= E<EF9@9 Windows? 

37. 'FB F4>B9 >D<CFB7D4H<S < >4>B6O 99 BEAB6AO9 J9?< 6 >BAF9>EF9 
;4M<FO <AHBD@4J<<? 

38. К4><9 BEAB6AO9 @9FB8O >D<CFB7D4H<< EGM9EF6GRF < >4> BA< 
>?4EE<H<J<DGRFES? 

39. 'FB CD98EF46?S9F EB5B= L<HDB64A<9 < >4><9 6<8O L<HDB64A<S 
EGM9EF6GRF? 

40. К4><@ B5D4;B@ D45BF49F E<@@9FD<KAB9 L<HDB64A<9, < >4><9 
CD<@9DO 4?7BD<F@B6 <ECB?P;GRFES 6 QFB@ F<C9 L<HDB64A<S? 

41. 'FB F4>B9 4E<@@9FD<KAB9 L<HDB64A<9 < 6 K9@ ;4>?RK49FES CD<AJ<C 
<ECB?P;B64A<S BF>DOFB7B < ;4>DOFB7B >?RK9=? 

42. К4><9 BEAB6AO9 CD<AJ<CO D45BFO >D<CFB7D4H<K9E><I I9L-

HGA>J<= < 6 K9@ <I CD<@9A9A<9? 

43. 'FB CD98EF46?SRF EB5B= J<HDB6O9 CB8C<E< < >4> BA< B59EC9K<64RF 
4GF9AF<H<>4J<R < J9?BEFABEFP 84AAOI? 

44. К4> D45BF49F CDBFB>B? B5@9A4 >?RK4@< Diffie-Hellman, < >4> BA 
B59EC9K<649F 59;BC4EAO= B5@9A >?RK4@< 8?S L<HDB64A<S? 

45. 'FB F4>B9 4F4>4 CBE9D98<A9 (man-in-the-middle) < >4><9 @9FB8O 
CD<@9ASRFES 8?S 99 CD98BF6D4M9A<S 6 >D<CFB7D4H<<? 

46. К4><9 CD<AJ<CO ?9:4F 6 BEAB69 4F4>< A4 L<HD E <ECB?P;B64A<9@ 
CB85BD4 >?RK4 < >4> QFB@G @B:AB CDBF<6BEFBSFP? 

47. 'FB F4>B9 EFB=>BEFP >D<CFBE<EF9@O < CBK9@G QFB 64:AO= 4EC9>F 6 
B59EC9K9A<< >D<CFB7D4H<K9E>B= 59;BC4EABEF<? 

48. К4><@ B5D4;B@ D94?<;G9FES ;4M<F4 BF 4F4>< CB 6D9@9A< (timing 
attack) 6 >D<CFB7D4H<<? 

49. К4><9 EGM9EF6GRF @9FB8O >D<CFB7D4H<K9E>B7B 4GF9AF<H<>4J<< < 
>4> BA< CD<@9ASRFES 6 E<EF9@4I 59;BC4EABEF<? 

 



50. 'FB F4>B9 >D<CFB7D4H<K9E>4S EB?P < >4> BA4 CB6OL49F EFB=>BEFP 
I9L<DB64A<S C4DB?9=? 

51. К4><@ B5D4;B@ >D<CFB7D4H<S <ECB?P;G9FES 8?S B59EC9K9A<S 
>BAH<89AJ<4?PABEF< 84AAOI 6 E9F<? 

52. 'FB F4>B9 5<B@9FD<K9E><9 @9FB8O 4GF9AF<H<>4J<< < >4> BA< 
EBK9F4RFES E >D<CFB7D4H<9=? 

53. К4> L<HDB64A<9 >BA9KAOI FBK9> (end-to-end encryption) 

B59EC9K<649F >BAH<89AJ<4?PABEFP 84AAOI 6 >B@@GA<>4J<BAAOI 
CD<?B:9A<SI? 

54. К4><@ B5D4;B@ D45BF49F >64AFB64S >D<CFB7D4H<S < 6 K9@ 
;4>?RK49FES 99 EFB=>BEFP > 4F4>4@ >64AFB6OI >B@CPRF9DB6? 

55. 'FB F4>B9 >D<CFB7D4H<K9E><9 CDBFB>B?O < >4> BA< CD<@9ASRFES 6 
B59EC9K9A<< 59;BC4EAB= >B@@GA<>4J<<? 

56. К4><9 6O;B6O 6B;A<>4RF CD< <ECB?P;B64A<< >D<CFB7D4H<< 6 
B5?4EF< <AF9DA9F4 69M9= (IoT)? 

57. К4><@ B5D4;B@ >D<CFB7D4H<S <ECB?P;G9FES 6 E<EF9@4I Q?9>FDBAAB= 
CB8C<E< 8?S B59EC9K9A<S 8B69D<S > Q?9>FDBAAO@ 8B>G@9AF4@? 

58. К4> CDB<EIB8<F B59EC9K9A<9 59;BC4EABEF< 6 5?B>K9=A-F9IAB?B7<SI 
E <ECB?P;B64A<9@ >D<CFB7D4H<<? 

59. К4><9 @9FB8O >D<CFB7D4H<< CD<@9ASRFES 8?S ;4M<FO <AHBD@4J<< 
A4 GDB6A9 H4=?B6 < 8<E>B6? 

60. 'FB F4>B9 >D<CFB7D4H<K9E><9 4F4>< E <ECB?P;B64A<9@ >4A4?B6 
B5D4FAB= EFBDBAO (side-channel attacks) < >4> <@ CDBF<6BEFBSFP? 

61. К4><@ B5D4;B@ B59EC9K<649FES 59;BC4EABEFP >D<CFB7D4H<K9E><I 
>?RK9= < <I ID4A9A<9? 

62. К4><9 EF4A84DFO < 4?7BD<F@O L<HDB64A<S L<DB>B CD<@9ASRFES 6 
EB6D9@9AAB= >D<CFB7D4H<<? 

63. 'FB CD98EF46?SRF EB5B= >D<CFB7D4H<K9E><9 CDBFB>B?O TLS < SSL, 
< >4> BA< B59EC9K<64RF 59;BC4EABEFP 6 <AF9DA9F9? 

64. К4><@ B5D4;B@ F9IAB?B7<S >64AFB6B7B >?RK4 (quantum key 
distribution) B59EC9K<649F 59;BC4EAO= B5@9A >?RK4@<? 

65. 'FB F4>B9 >D<CFB7D4H<K9E><= CD<AJ<C AG?96B7B 8B69D<S (zero-trust) 

< >4> BA CD<@9AS9FES 6 EB6D9@9AAOI E<EF9@4I 59;BC4EABEF<? 

66. 'FB CD98EF46?SRF EB5B= >B@CPRF9DAO9 6<DGEO < >4> BA< 
D4;?<K4RFES BF 8DG7<I HBD@ 6D98BABEAOI CDB7D4@@? 

67. К4><@ B5D4;B@ >B@CPRF9DAO9 6<DGEO D4ECDBEFD4ASRFES < >4><9 
@9FB8O ;4M<FO @B7GF CD98BF6D4F<FP <I C9D984KG? 

68. 'FB F4>B9 FDBSAE><9 CDB7D4@@O < >4><9 BEAB6AO9 J9?< BA< @B7GF 
CD9E?98B64FP 6 >BAF9>EF9 >B@CPRF9DAOI 6<DGEB6? 

69. К4><9 6<8O CB6D9:89A<= @B7GF 6O;O64FP >B@CPRF9DAO9 6<DGEO < 
>4> BA< @B7GF 6B;89=EF6B64FP A4 D45BFG >B@CPRF9DAB= E<EF9@O? 

70. 'FB CD98EF46?SRF EB5B= K9D6< (worms) < 6 K9@ ;4>?RK49FES <I 
BEAB6AB9 BF?<K<9 BF B5OKAOI 6<DGEB6? 

2.2. �J9ABKAO9 ED98EF64 8?S CDB@9:GFBKAB= 4FF9EF4J<< 

 

�BCDBEO 8?S CDB6989A<S 4FF9EF4J<< 



1. К4><9 BEAB6AO9 HGA>J<< 5D4A8@4GQD4? !CBEB5O 6>?RK9A<S < 
6O>?RK9A<S 5D4A8@4GQD4. 

2. К4> ;4CGEF<FP 5D4A8@4GQD 6 D9:<@9 CB6OL9AAB= 59;BC4EABEF< E 
CB@BMPR >B@4A8AB= EFDB><? 

3. К4> EB;84FP AB6B9 CD46<?B 8?S <EIB8SM<I <?< 6IB8SM<I 
CB8>?RK9A<=? 

4. К4> BF>DOFP <?< ;4>DOFP CBDF E CB@BMPR 5D4A8@4GQD4? 

5. К4> D4;D9L<FP CDB<;6B?PAB= CDB7D4@@9 8BEFGC > E9F< E CB@BMPR 

6. 5D4A8@4GQD4? 
7. К4>B= <; EF4A84DFAOI CDBH<?9= 8B?:9A 5OFP A4<5B?99 ;4M<M9A? 

8. К4> 5OEFDB BF>DOFP C4A9?P GCD46?9A<S? 

9. К4> 5OEFDB ;4CGEF<FP 5D4A8@4GQD 6 D9:<@9 CB6OL9AAB= 
59;BC4EABEF<? 

10. 'FB 89?49F >B@4A84 services.msc? 

11. К4> ;4CGEF<FP GF<?<FG cmd 6 D9:<@9 48@<A<EFD4FBD4? 

12. К4> BF>DOFP B>AB ?B>4?PAOI CB?<F<> 59;BC4EABEF<? 

13. �4K9@ CDB69DSFP E<EF9@AO9 H4=?O? 

14. К4><@ B5D4;B@ @B:AB CDB69D<FP J<HDB6GR CB8C<EP H4=?B6? 

15. К4> BF>DOFP D99EFD Windows? 

16. �D<698<F9 BEAB6AO9 >B@4A8O B5B?BK>< cmd. 
17. К4><9 <; GF<?<F E<EF9@O Windows A9CBED98EF69AAB E6S;4AO E 

59;BC4EABEFPR <AHBD@4J<<? 
18. �4;B6<F9 BEA4EF><, <ECB?P;G9@O9 8?S A4EFDB=>< C4D4@9FDB6 

59;BC4EABEF<. 
19. �4;B6<F9 BEAB6AO9 ECBEB5O ;4CGE>4 ?B>4?PAOI CB?<F<> 

59;BC4EABEF<. 
20. �4;B6<F9 < B5NSEA<F GDB6A9 7DGCCB6OI CB?<F<>. 
21. �4;B6<F9 CBDS8B> CD<@9A9A<S 7DGCCB6OI CB?<F<>. 
22. К4> ;4CGEF<FP >BAEB?P GCD46?9A<S? 

23. К4> 8B546<FP AB6GR BEA4EF>G 6 >BAEB?P GCD46?9A<S? 

24. �5NSEA<F9 BEAB6AO9 CB?<F<>< C4DB?9=. 
25. �5NSEA<F9 F9D@<A 7DGCCB64S CB?<F<>4. 
26. К4><9 6<8O 7DGCCB6OI < ?B>4?PAOI CB?<F<> 6O ;A49F9? 
27. �4;B6<F9 FD< ECBEB54 ;4CGE>4 D984>FBD4 7DGCCB6OI CB?<F<>. 
28. �5NSEA<F9 C4D4@9FDO G;?4 �4D4@9FDO 59;BC4EABEF<. 
29. �?S K97B CD98A4;A4K9AO CB?<F<>< 4G8<F4, >4> A4EFDB<FP QF< 

CB?<F<><? 
30. К4><9 EB5OF<S 6B;@B:AB H<>E<DB64FP E CB@BMPR CB?<F<> 4G8<F4? 

31. К4><@ B5D4;B@ 4G8<F @B:9F 5OFP <ECB?P;B64A 8?S CB6OL9A<S 
59;BC4EABEF< E<EF9@O? 

32. �5NSEA<F9 A4;A4K9A<9 BEAB6AOI CB?<F<> 4G8<F4. 
33. �4=F9 BCD989?9A<9 CBASF<S L45?BA4 59;BC4EABEF<. 
34. К4><9 CD9<@GM9EF64 849F <ECB?P;B64A<9 L45?BAB6 59;BC4EABEF<? 

35. К4><9 <; E?G:5 CB 64L9@G @A9A<R E?98G9F 6O>?RK<FP 8?S 
CB6OL9A<S 59;BC4EABEF<? 

36. К4><9 <AEFDG@9AFO BC9D4J<BAAB= E<EF9@O E?98G9F 5?B><DB64FP 
8?S B5OKAB7B CB?P;B64F9?S? 



37. К4><9 CB?<F<>< @B:AB A4EFD4<64FP E CB@BMPR L45?BAB6 
59;BC4EABEF<? 

38. К4> 6O EK<F49F9, >4><9 C4D4@9FDO E?98G9F GEF4A46?<64FP < 
7DGCCB6O9 CB?<F<>< A4EFD4<64FP CD< EB;84A<< L45?BA4 
59;BC4EABEF<. 

39. К4>B9 BEAB6AB9 A4;A4K9A<9 BEA4EF>< �A4?<; 59;BC4EABEF< 

>B@CPRF9D4? 
40. �B;@B:AB ?< BF>DOFP BEA4EF>G �A4?<; 59;BC4EABEF< 

41. >B@CPRF9D4 E CB@BMPR C4A9?< GCD46?9A<S? 

42. К4><@ B5D4;B@ 8B546?SRFES L45?BAO 59;BC4EABEF< > BEA4EF>9 
�A4?<; 59;BC4EABEF< >B@CPRF9D4? 

43. �;@9ASRFES A4EFDB=>< >B@CPRF9D4 CD< CDB6989A<< 4A4?<;4? 

44. �5NSEA<F9, KFB B;A4K4RF BF@9F>< G A4;64A<= CB?<F<> CBE?9 

45. CDB6989A<S 4A4?<;4. 
46. �5NSEA<F9 >B@4A8O >BAF9>EFAB7B @9AR G;?4 �A4?<; < 

47. A4EFDB=>4 59;BC4EABEF<. 
48. �B:AB ?< @9ASFP L45?BA 59;BC4EABEF< A9CBED98EF69AAB 6 BEA4EF>9 

49. �A4?<; 59;BC4EABEF< >B@CPRF9D4? 

50. К4>4S BF@9F>4 5G89F CB>4;4A4 G A4;64A<S CB?<F<>< CBE?9 4A4?<;4 
CB L45?BAG 59;BC4EABEF<, 9E?< 84AA4S CB?<F<>4 A9 EGM9EF6G9F A4 
>B@CPRF9D9? 

51. К4>B9 BEAB6AB9 A4;A4K9A<9 ED98EF64 AppLocker? 

52. К4><9 ;484K< @B:AB D9L4FP E CB@BMPR AppLocker? 

53. К4><9 E?G:5O 8B?:AO D45BF4FP 8?S FB7B, KFB5O <ECB?P;B64FP 

CD46<?4 AppLocker? 
54. �5NSEA<F9, >4><9 L47< AG:AB E89?4FP 8?S EB;84A<S AB6B7B CD46<?4 

6 AppLocker. 
55. К4><9 ED98EF64 BC9D4J<BAAB= E<EF9@O <ECB?P;GRFES 8?S 

5?B><DB6>< E@9AAOI ABE<F9?9=? 

56. К4> G;A4FP ID GEFDB=EF64? 

57. �5NSEA<F9, KFB F4>B9 VID < PID? 
58. К4><9 CB?<F<>< CD<@9ASRFES 8?S 5?B><DB64A<S GEFDB=EF6, 6 K9@ 

@9:8G A<@< D4;A<J4? 

59. �5NSEA<F9 F9D@<AO 59?O= EC<EB> < K9DAO= EC<EB> GEFDB=EF6. 
60. 'FB CD98EF46?S9F EB5B= E9F964S 59;BC4EABEFP < CBK9@G BA4 64:A4 

8?S <AHBD@4J<BAAOI E<EF9@? 
61. К4><9 BEAB6AO9 CD<AJ<CO >BAH<89AJ<4?PABEF<, J9?BEFABEF< < 

8BEFGCABEF< 84AAOI >4E4RFES E9F96B= 59;BC4EABEF<? 

62. 'FB F4>B9 4GF9AF<H<>4J<S 6 E9F96B= 59;BC4EABEF< < >4><9 @9FB8O 
@B7GF 5OFP <ECB?P;B64AO 8?S CB8F69D:89A<S ?97<F<@ABEF< 
CB?P;B64F9?S? 

63. К4><@ B5D4;B@ L<HDB64A<9 84AAOI 6?<S9F A4 B59EC9K9A<9 
>BAH<89AJ<4?PABEF< 6 E9F96B= 59;BC4EABEF<? 

64. К4><9 6<8O G7DB; @B7GF 5OFP CD98EF46?9AO 6 E9F96B= ED989, < >4> 
>?4EE<H<J<DGRFES QF< G7DB;O? 

 



65. 'FB F4>B9 4F4>< C9D9I64F4 (sniffing) < >4> BA< @B7GF 5OFP 
CD98BF6D4M9AO 6 D4@>4I E9F96B= 59;BC4EABEF<? 

66. К4><9 @9FB8O <ECB?P;GRFES 8?S B59EC9K9A<S J9?BEFABEF< 84AAOI 6 
C9D984K9 K9D9; E9FP? 

67. 'FB CD98EF46?S9F EB5B= H<?PFD4J<S C4>9FB6 (packet filtering) 6 
E9F96B= 59;BC4EABEF< < >4> BA4 D45BF49F? 

68. К4><@ B5D4;B@ 4F4>< F<C4 "BF>4; 6 B5E?G:<64A<<" (DoS) @B7GF 
G7DB:4FP E9F96B= 59;BC4EABEF<, < >4> CD98BF6D4F<FP F4><9 4F4><? 

69. 'FB F4>B9 6<DFG4?PA4S K4EFA4S E9FP (VPN) < >4> BA4 @B:9F 
B59EC9K<FP 59;BC4EAB9 EB98<A9A<9 K9D9; BF>DOFGR E9FP, F4>GR >4> 
�AF9DA9F? 

70. К4> D45BF49F 5DQA8@4GQD 6 >BAF9>EF9 E9F96B= 59;BC4EABEF< < >4><9 
HGA>J<< BA 6OCB?AS9F? 

71. 'FB CD98EF46?SRF EB5B= 4F4>< "H<L<A74" (phishing) < >4> 
CB?P;B64F9?< @B7GF <;5974FP CB88464FPES A4 F4><9 4F4>< 6 E9F96B= 
59;BC4EABEF<? 

72. К4><9 @9FB8O 4GF9AF<H<>4J<< @B7GF 5OFP <ECB?P;B64AO 8?S 
B59EC9K9A<S 59;BC4EABEF< 6 59ECDB6B8AOI E9FSI? 

73. 'FB F4>B9 @AB7BH4>FBDA4S 4GF9AF<H<>4J<S < CBK9@G BA4 S6?S9FES 
64:AO@ Q?9@9AFB@ E9F96B= 59;BC4EABEF<? 

74. К4> E9F96O9 GEFDB=EF64, F4><9 >4> @4DLDGF<;4FBDO < >B@@GF4FBDO, 
@B7GF 5OFP E>BAH<7GD<DB64AO 8?S CB6OL9A<S 59;BC4EABEF< E9F<? 

75. 'FB F4>B9 695-CD<?B:9A<S < >4><9 G7DB;O BA< @B7GF CD98EF46?SFP 
8?S E9F96B= 59;BC4EABEF<? 

76. К4><9 @9DO @B7GF 5OFP CD98CD<ASFO 8?S ;4M<FO BF 4F4> 
@9:E9F96OI CDBFB>B?B6 (MITM) 6 E9F96B= 59;BC4EABEF<? 

77. 'FB CD98EF46?S9F EB5B= 4GF9AF<H<>4J<S CB E9DF<H<>4F4@ < >4> BA4 
CD<@9AS9FES 6 E9F96B= 59;BC4EABEF<? 

78. К4><@ B5D4;B@ E9F964S 59;BC4EABEFP E6S;4A4 E GCD46?9A<9@ 
CD464@< 8BEFGC4 < >4><9 DB?< @B7GF 5OFP A4;A4K9AO 
CB?P;B64F9?S@? 

79. 'FB F4>B9 E9F96O9 GS;6<@BEF< < >4><9 @9FB8O <ECB?P;GRFES 8?S <I 
B5A4DG:9A<S < GEFD4A9A<S 6 E9F96B= 59;BC4EABEF<? 

80. К4><9 DB?< @B7GF 6OCB?ASFP @B5<?PAO9 GEFDB=EF64 6 4EC9>F9 
E9F96B= 59;BC4EABEF<, < >4> BA< @B7GF 5OFP ;4M<M9AO? 

81. 'FB F4>B9 GCD46?9A<9 E9F96B= 59;BC4EABEFPR < >4><9 ;484K< 
6>?RK4RF 6 E95S CDBJ9EEO GCD46?9A<S? 

82. К4><@ B5D4;B@ CD<@9A9A<9 CB?<F<> 59;BC4EABEF< @B:9F G?GKL<FP 
E9F96GR 59;BC4EABEFP BD74A<;4J<<? 

83. 'FB CD98EF46?SRF EB5B= 4F4>< A4 GDB6A9 CD<?B:9A<= < >4> BA< 
@B7GF 5OFP CD98BF6D4M9AO 6 E9F96B= 59;BC4EABEF<? 

84. К4><9 F9IAB?B7<< E9F96B= 59;BC4EABEF< <ECB?P;GRFES 8?S 
B5A4DG:9A<S < CD98BF6D4M9A<S 6D98BABEAOI CDB7D4@@? 

85. 'FB F4>B9 "59?O9 EC<E><" < "K9DAO9 EC<E><" 6 E9F96B= 
59;BC4EABEF<, < >4> BA< CD<@9ASRFES > GCD46?9A<R 8BEFGCB@? 

�9D9K9AP F<CB6OI CD4>F<K9E><I ;484A<=: 
 



№ 

C/C 
�9D9K9AP F<CB6OI CD4>F<K9E><I ;484A<= 

1 

1. �OCB?A<F9 >B@C?9>EAO= 4A4?<; <AHBD@4J<BAAOI G7DB; < EBEF46PF9 D9>B@9A84J<< CB 
;4M<F9 8?S E?98GRM<I CD98CD<SF<=: 
4) CB?<7D4H<K9E>B9 CD98CD<SF<9 E 86G@S BH<E4@< < B8AB= 54;B= 

84AAOI >?<9AFB6 6 B5?4>9; 
5) E9FP >B@@9DK9E><I J9AFDB6 <; 20 BF89?9A<=, >BFBDO9 <@9RF 
B8<A 7?46AO= BH<E; 
6) @474;<A CB CDB84:9 @959?<, >BFBDO= <@99F 8BEFGC > 54;9 84AAOI ;46B84 CDB<;6B8<F9?S 
@959?<; 
7) E9D6<EAO= J9AFD CB D9@BAFG @B5<?PAOI F9?9HBAB6. 

2 �ECB?P;GS CDB7D4@@G CheckUDisk BCD989?<FP VID, PID H?9L A4>BC<F9?S. 

3 

1. �?S CDB<;6B?PAB= CDB7D4@@O (A4CD<@9D C4EPSAE �4G>) CD98BEF46PF9 8BEFGC > E9F< E 
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